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ABSTRACT:  
The security of the mobile devices has become a major issue since hackers target them through 
malwares in order to harm the systems or gather sensitive information and get access to the systems 
remotely. Recently, new ways have been introduced to confront malwares and other viruses. Two 
main techniques for recognizing malwares are dynamic analysis and static analysis. This paper 
proposes a new method using the static analysis to help improve the accuracy of the malwares in 
detecting threats faster and with lower processing time. For this purpose, our suggested method has 
utilized the android application’s main components to recognize the malwares using the machine 
learning algorithms. Furthermore, our method has used the feature selection algorithms to reduce the 
processing overload and to enhance the speed and accuracy. Our method have used the following 
components as the classification features in our suggested algorithms: API calls, Intents, network 
address and IPs, services and provider, activities and permissions. In addition to these individual 
features, our method has also employed complex features to improve malware recognition. We have 
used 123,446 software and 5,561 malwares to evaluate the accuracy and the precision of the suggested 
method, demonstrating to be 99.4 percent. 
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1.  INTRODUCTION  

In recent years, rapid development of the technology 
has greatly changed the human lives. As an example, 
smart phones with their high processing capabilities 
have become part of our daily lives. Among the smart 
phones with various operating systems, android-based 
phones are quite pervasive. The security of the android 
devices has become a major issue since hackers target 
them through malwares in order to harm the systems or 
gather sensitive information and get access to the 
systems remotely. In this paper, we introduce a new 
approach for android malware detection based on static 
analysis. In this approach, we have used android 
application components (e.g., API calls, Intents, network 
address and IPs, permissions, activities, services and 
providers) as classification features, and filter these 
features by feature selection algorithms. Besides using 
these simple features, we have introduced complex 
feature, which is the combination of simple features that 
were filtered in the feature selection step. Create data 
model based on the integration of the simple features and 

complex feature culminate to the higher accuracy and 
precision in malware detection. The main contributions 
of this paper can be summarized as new feature 
selection, introduction of complex features, and 
extensive experiment on wide range of data mining 
algorithm for android malware detection.  
This paper is organized as follows. In section 2, we 
review previous works in this field. Then, in section 3, 
we explain our method. In section 4 and section 5, we 
present our experimental results and conclusions, 
respectively 
 
2.  BACKGROUND RESEARCH 

Two main approaches exist for the malware 
detection: static analysis and dynamic analysis. Static 
analysis works on the application codes to detect 
malwares without running it [1]. Using this approach, 
the apk file is decompiled and its components are 
extracted. Features like permissions, hardware 
components, API call, data flow and etc. have been 
extracted from the application resources, and then later 
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used for the malware detection. Static analysis provides 
the facility of detecting malwares without running the 
application on the phone [2]. In the dynamic approach, 
we install the application in an isolated environment and 
then run it. The behavior of the application is monitored 
to detect any malicious behavior. In the dynamic 
analysis approach, application’s dynamic features such 
as network traffic, system calls, and resource usage are 
evaluated [3]. In both approaches, the data is sent to the 
machine learning algorithms so that it can categorize the 
applications into two classes: malware and benign. [4] 
In the following, we review related previous studies 
regarding the static analysis, the core and foundation of 
our proposed method.  
Huang et. al [5] have studied malware detection by 
analyzing permissions. In this study, all the permissions 
have been extracted as features, and then have been 
analized by four machine learning methods: AdaBoost, 
Native Bayes, Decision tree, SVM. This work has used 
the mentioned approach to study the applications, and 
their results show that more than 80 percent of the 
malwares have been detected by their developed 
approach.  
Talha et. al [6] have proposed a detection system called 
APK Auditor. This system has used a central server 
where each user sends a list of permissions to the server 
or a signature-based datacenter. The APK Auditor uses 
these information to detect if the program is malicious 
or not. To keep the system up-to-date, it automatically 
collects new applications added to the Google play store, 
and then gathers their information and stores them inside 
the datacenter. 
Arp et. al  [7] have proposed Drebin project, a static 
method for the malware detection in the android. Drebin 
have extracted permissions, hardware components, 
software components, API calls and network addresses, 
and then have used them as features in machine learning. 
They have collected 5560 malwares in their dataset, and 
they have used SVM algorithms as a classification 
method in their detection approach. The proposed 
method’s accuracy is reported to be 94 percent.  
Yerima et. al  [8] have proposed three classification 
approaches based on Bayes as follows: Permission-
based Bayesian classifier, Code-based properties 
Bayesian classifier and a combination of both. First, a 
score is calculated for each feature extracting from 
AndroidManifest.xml and other code parts. Then, the top 
20 highest scored features have been included in the 
final feature list to be used with the Bayes classification 
algorithm to detect malware application.  
S.Gate et. al  [9] have introduced a novel concept for the 
android application called risk, and then have elaborated 
on the risk calculation process for each application. In 
this work, 26 most sensitive permissions have been 
found to be the most frequently used ones by the 
malwares, there 26 have been the critical permissions. 
They have used these critical permissions to calculate 
the application’s risk. Then, they conclude that any 

application with a high risk score is most probably a 
malware. They have also defined a numeric risk 
indicator for the users to realize how harmful any 
application can be.  
Milosevic et. al  [10] have used two methods of machine 
learning using the classification to detect malwares 
based on the permission analysis. This study suggests 
that the malware detection based on the signature is not 
accurate enough. Their proposed method’s accuracy 
based on the permission usage is reported to be 89 
percent. Also their method utilizing the API calls has 
provided 95 percent of accuracy in malware detection.  
F.Ghaffari et. al  [11] have proposed a new method 
considering the previous methods’ weaknesses. They 
have introduced the AMD-Ec method where they use the 
Ensemble classifiers. They have classified each 
application multiple times to improve the method’s 
accuracy rate to reach 99.47 percent.  
Shahriar et. al  [12] have introduced a new approach to 
detect malwares based on the sensitive permissions. The 
reliable permissions related to each classification are 
detected by the LSI analysis method. This approach 
presents potentials for detecting new malwares. They 
have used two open source datasets for their 
experiments, and their method has been reported to 
classify these datasets with 80 percent accuracy rate.  
Shang, et al. [13] have used the Naive Bayes machine 
learning for the malware detection, and then to increase 
the algorithm’s accuracy rate. This work has analyzed 
the relations among permissions. They have first 
calculated Pearson correlation coefficient for each 
permission, and then permissions with lower correlation 
coefficient have been omitted from the classification 
process to improve malware detection based on the 
clustering method. Accuracy rate for this method has 
been reported to be 87 percent. In [33] features at four 
levels including kernel, application, user, and package 
are evaluated and analyzed in order to detect and stop 
malicious behaviors of an android malware.  A user 
centric approach to analyze security risk of android 
application is devised in [34]. Moreover, the authors 
discuss a usable approach to evaluate the trustworthiness 
of android apps. Over privilege nature of android 
component is the root cause of many security attacks in 
android operating system. Therefore, in [35] an 
automated approach named DELDROID has been 
proposed to determine and to enforce least privilege 
architecture in this operating system. Consequently, this 
approach reduces the attack surface and thus enhances 
android security. 
 
3.  PROPOSED METHOD 

In this section, we discuss our proposed method. We 
have approached malware detection as a machine 
learning problem. We have extracted features from the 
applications such as API calls, Intents, network 
addresses and IPs, permissions and services, activities 
and so on. We have used these extracted features in 
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machine learning to improve our algorithm to classify 
each new applications into two categories of malware 
and benign. First, we have extracted features from the 
application resource, and then we have detected the most 
repetitive features. The extracted features as well as the 
prevalent complex features, extracted from the 
applications’ resources, have been converted to binary 
vectors. Then, to reduce the number of the extracted 
features, we have proposed a feature selection algorithm. 
Using this feature selection algorithm, we have found 
the most usable features for malware detection purposes 
and decreased the overhead and the operation time of the 
detection. After the selection of the most usable features, 
we have mapped these features into the binary vectors 
for each application. Finally, the previously created 
binary vectors have been sent as inputs to Weka [14] that 
uses machine learning algorithm to assess and evaluate 
these features to create a model for the malware 
detection. In the following sections, we explain each step 
in detail:  

 
3.1.  Feature Extraction 
To access information required in detection process, we 
had to extract apk, access, Android Manifest.xml and 
classes.dex files, respectively. For this purpose, we have 
developed a program in Java and have added apktool 
[15] and dex2jar library to it to make the reverse 
engineering process automatic. The Java program gets 
the apk files and with the use of the reverse engineering 
extracts resources in the apk file. The APK’s resources 
are extracted by the apkkool tool,  
As the next step, we have parsed the tags in the manifest 
file; these tags are related to components such as 
permissions, activities’ services, providers, Intents and 
Broadcast-receivers. These tags are used as features in 
the succeeding steps. A sample of these features from 
the manifest file is shown in Figure (1). 
 

permission::android.permission.ACCESS_FINE_LO
CATION 
activity::.results.Tabs 
activity::SelectMetrics 
intent::android.intent.category.LAUNCHER 
permission::android.permission.INTERNET 

 
Figure 1.  A sample file which includes extracted features 
from application. 
 
Each row defines a feature used inside the apk of an 
application. Later on, these features are used in the 
classification process. These features have the following 
format: 

〈𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹〉 ∷  〈𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹〉 (1) 

The saved feature in file are consisted of two parts: (1) 
the type of feature and (2) the name of the used feature; 

these two parts are separated with two semicolons to be 
more readable. 
Second feature categories that we use in the malware 
detection process are extracted from the classes.dex file 
in the apk package. By the de-compilation of the 
classes.dex byte code file, we can access the 
application’s Java codes. Then, we can extract the 
class’s names and API calls to be used as features in the 
classifications. To use a specific method in android 
applications, they should be called as follows: 

(2
) 

〈𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐〉   
→ 〈𝑚𝑚𝑚𝑚𝑚𝑚ℎ𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜〉(〈𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝〉)〈𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟〉 

The Class describes a Java class containing the intended 
method declared with L(fullClasssName); for example, 
Lcom/example/MainActivity is a full name of a class. 
methodName declares an intended method from the 
classes. paramTypes indicates the type of the input data 
for the called method, and finally return type indicates 
expected data type from the intended function. Input and 
output data type can be of primitive data type or any 
other types such as a class. If it is primitive type, then it 
is written in abbreviation form. Character list for each 
primitive data is shown in Table (1). For example, a 
method declaration is written as follows: 

Lcom/example/MainActivity; → 
setTheme(I)V (3) 

This example means the setTheme method from 
Lcome/example/MainActivity class with an Integer 
input has been recalled and doesn’t have a return value. 
As explained above, receiving the API calls of an 
application is not difficult; we cannot use all the called 
functions as features for the classification process as 
many classes and functions with similar names but with 
a different implementation may exist. Therefore, we 
only use the classes and functions that are native in the 
android OS. Native classes’ name in the android OS 
starts with Landroid or LJava, hence we have extracted 
functions with Landroid and LJava in their name. Also 
we have used regular expression to extract network 
addresses and IPs from the application’s code. Both 
feature categories extracted from Java classes and 
manifest are saved in a text file with.txt format so that 
we can use them later in the machine learning phase.  

 
3.2.  Feature Vector Drawing 
As the previous step, we have several files with .txt 
format; each file contains the features used by an 
application. We have created a second program for 
reading these txt files. Our script in Java reads all these 
files and maps them into a vector. For example, by 
reading a file X, a vector represented as V(x) is created 
as follows:  

(4) V: X → {0,1}f , V(X) → (I(x, f)) 

Mahmood Deypir



       84

In this equation, I(x,f) is described as follows: 

 

(5) I(x, f)
=  {1

0    if the application x contains feature f
otherwise  

Hence, we can show one feature vector as follows: 

 
(6) V(x) = {0,1,1,0,1,0,1, … } 

 
“1” indicate that the application uses that feature and “0”  
indicate that the application doesn’t use that feature. In 
addition to these features, we have added another feature 
called is_malware to the vectors; this feature is “1” for 
malwares and “0” for the benign applications. Finally, 
we have added vectors of each application to an array, 
so that we have an array of vectors where each cell 
indicates vector of features related to an application. 
 
3.3.  Feature Selection 
Large number of features doesn’t help the machine 
learning process, hence leading to more complexity 
causing less accurate classification algorithm [16]. 
Hence, we have used feature selection algorithms to 
reduce the number of features. These algorithms follow 
three goals: efficiency incensement of the learning 
algorithm, speeding modeling process by lowering the 
computational overload, reaching a deep perception 
from the main processes. [17] In this work, we have used 
two common methods including Chi-square (𝑥𝑥2) [18] 
and information gain [19]. In addition, we have also 
proposed another way to select features; in the following 
section, we describe our proposed method.  
 
 
3.4.  Proposed Method 
As mentioned previously, selecting an exact feature not 
only reduces the computational overload but also 
increases the accuracy rate of the modeling and 
classification phases. We need to select features that can 
clearly distinguish between the two classes of malware 
and benign. The simplest way to select such features is 
choosing the features used most frequently in each class. 
The number of times or usage frequency fᵢ for feature i 
in malware class 𝐶𝐶𝑚𝑚 is represented by 𝑁𝑁fᵢ𝐶𝐶𝑚𝑚  and the 
number of times this feature used in benign class 𝐶𝐶𝑏𝑏 is 
represented by 𝑁𝑁fᵢ𝐶𝐶𝑏𝑏 . We should select features used the 
most in their own classes. Otherwise, selecting features 
with this method is not useful because some features 
may still be used more often in malwares and benign 
class simultaneously. Hence, the algorithm may not be 
able to distinguish them. Therefore, selecting features 
only based on the frequency of usage is inadequate and 
impractical. 

                (1)  One other way is to use the ration of the 
usage of a feature in malware to that of the same feature 
in benign application, but this criterion does not work 
appropriate enough either. If we assume the number of 
using feature fᵢ in a malware class 𝐶𝐶𝑚𝑚 is shown with 
𝑁𝑁𝑓𝑓ᵢ𝐶𝐶𝑚𝑚  and number of using the same feature in benign 
class 𝐶𝐶𝑏𝑏 is shown with 𝑁𝑁𝑓𝑓ᵢ𝐶𝐶𝑏𝑏  and their ratio is 𝐷𝐷𝑚𝑚 , then 
this ratio is calculated as follows: 

 

DM =  
NfiCm 
NfiCb

 (7) 

As the ratio in relation shown in (7) gets assigned with a 
larger value, the number of usage times of that feature in 
malware class is more than the benign class. If this ration 
are equals 1 ,then it means number of using this feature 
in both classes is the same. If the ration is less than 1, 
then it means the feature is most probably in a benign 
class. This equation is sown in the following: 
 

(8) D𝑀𝑀 =  {
0 ≤ x < 1,          NfiCm <  NfiCb

1,                            NfiCm =  NfiCb 
x > 1,                    NfiCm >  NfiCb 

 

Although 𝐷𝐷𝑚𝑚 seems to be a criterion, it doesn’t represent 
the abundance of the feature in one class. For example, 
although one feature seems to be used more frequently 
in the malware class than in the benign applications, 
malwares used it rarely. This circumstance shows that 
the feature is not qualified to be chosen as a selected 
feature. 
Another parameter that may be used for selecting 
features is the ratio of using on feature in each class to 
the ratio of using on feature in whole applications. 
Considering fᵢ representing the total number of times 
feature i is used in both classes, then we have the 
followings: 

(9) D𝑇𝑇 =  
NfiC(m,b)

NfiCT
=  

NfiC(m,b)

NfiCm +  NfiCb
 

This above-mentioned feature is not qualified to be 
chosen as a selected feature similar to the previous cases 
because if the number of features in one of the classes is 
zero, then 𝐷𝐷𝑇𝑇  is always 1 meaning that the algorithm 
always select that feature that is not considered useful 
for our purpose. 
Therefore, none of these three parameters is proper 
enough individually for selecting the features. Hence, 
combining these three parameters can introduce a proper 
criterion. We suggest the selection of features meeting 
the following three criteria: 

1- The number of times a specific feature is used 
in a specific class (benign or malware) to the 
total number all classes provides a ratio more 
than a special threshold α. 
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(10) DT =
NfiC(m,b)

NfiCm + NfiCb
> α     ,     𝛼𝛼 > 0.5 

Value of α should be more than 0.5 because if it 
equals to 0.5, then the number of malwares and 
benign applications employing this feature is equal, 
and hence the algorithm cannot properly 
distinguish.  
2- The ratio of the number of using times for that 

feature in one class to another class is more than 
a threshold β. 

(11) 

{ 
 
  Dmb =

NfiCm 
NfiCb

> β   ,   β > 1

Db
m
=
NfiCb 
NfiCm

> β   ,   β > 1
 

The value of β should be more than 1 because if it 
equals to 1 then it means the number of malwares 
and benign employing this feature is equal, so the 
algorithm can’t fully distinguish. 

3- The percentage of the number of applications, 
which use that specific feature in one class to 
number of all applications that does not use that 
feature, should be more than ϒ. 

(12) NfiC(m,b)
(total malware − NfiC(m,b) )

∗ 100 > γ 

The value of ϒ has direct proportion to the dimensions 
of the available dataset. Here, the value of  ϒ is set to 
0.08 which shows that the feature must be appear in at 
least five application of each group in order to be useful 
for classification. 

The Pseudo-code of the feature selection algorithm is 
shown below: 

Input: F,α,β,γ 

Output: SF 

1: for 𝑖𝑖 → 0 to F.size() do 

2:      𝑁𝑁𝑇𝑇 ← 𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐(𝑓𝑓𝑖𝑖); 

3:      𝑁𝑁𝑀𝑀 ← 𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐(𝑓𝑓𝑖𝑖); 

4:      𝑁𝑁𝐵𝐵 ← 𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐(𝑓𝑓𝑖𝑖); 

5:      𝐷𝐷𝑇𝑇(𝑚𝑚) ←
𝑁𝑁𝑀𝑀

𝑁𝑁𝑀𝑀+𝑁𝑁𝐵𝐵
; 

6:      𝐷𝐷𝑇𝑇(𝑏𝑏) ←
𝑁𝑁𝐵𝐵

𝑁𝑁𝑀𝑀+𝑁𝑁𝐵𝐵
; 

7:      𝐷𝐷𝑀𝑀 ←
𝑁𝑁𝑀𝑀
𝑁𝑁𝐵𝐵
; 

8:      𝐷𝐷𝐵𝐵 ←
𝑁𝑁𝐵𝐵
𝑁𝑁𝑀𝑀
; 

9:      if 𝐷𝐷𝑇𝑇(𝑚𝑚) > 𝛼𝛼 && 𝐷𝐷𝑀𝑀 > 𝛽𝛽 && 𝑁𝑁𝑀𝑀 > 𝛾𝛾 then 

10:           𝑆𝑆𝑆𝑆 ← 𝑓𝑓𝑖𝑖; 

11:      else 𝑆𝑆𝑆𝑆 ↚ 𝑓𝑓𝑖𝑖; 

12:      Endif 

13:      if 𝐷𝐷𝑇𝑇(𝑏𝑏) > 𝛼𝛼  &&  𝐷𝐷𝐵𝐵 > 𝛽𝛽  &&   𝑁𝑁𝐵𝐵 >
𝛾𝛾 then 

14:           𝑆𝑆𝑆𝑆 ← 𝑓𝑓𝑖𝑖; 

15:      else 𝑆𝑆𝑆𝑆 ↚ 𝑓𝑓𝑖𝑖; 

16:      Endif 

17: Endfor 

18: return(SF) 

Pseudocode 1.  feature selection algorithm 
 
The above-mentioned Pseudocode (1) shows how 
features are selected. This function has 4 inputs 
including the followings: (1) F, the total number of the 
extracted features, (2) α, β, ϒ, the thresholds for all three 
criteria. The output of this function is SF showing that 
the selected features with fewer dimensions than F 
because features that are not usable have been deleted. 
In lines 1 through 4, occurrence of features in total 
number of applications, in malwares, and in benign apps 
are computed. In lines 5 through 8, the above mentioned 
equations are evaluated. In lines 9 through 17, valuable 
feature based on the pre-determined thresholds as 
described previously are obtained and added to the set of 
selected features. Finally the set of selected features is 
returned in line 18. As shown in the Pseudo-code, the 
dimensions and the number of the selected features, 
relate to the thresholds. If the threshold becomes smaller, 
the accuracy decreases and the number of selected 
features increases. If the threshold becomes larger, the 
accuracy increases and the number of the selected 
features decreases. To compare the impact of the 
threshold on selecting features and classification, we 
have used a method called Hill climbing [20] to select 
random thresholds for the three parameters and to 
compare them together so that we can see the best 
threshold. In data analysis section, we elaborate this part. 
The selected features include those permissions, API 
calls, Intents, Network addresses, name of hardware and 
software components which are better distinguish 
malwares from benign apps. However, by using this 
approach all features have not equal impacts on the 
obtained classifier model.   
 
 In the implementation of the above feature selection 
algorithm, counting each feature in each set of 
applications, i.e., malwares, benign apps, and total apps 
requires a loop. Larges loop is belong to total apps with 
the value equal to NT. Since There are F.Size() features. 
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The complexity of the above algorithm is equal to O(NT 
× F.Size()). If the maximum value of NT and F.Size() is 
denoted by N, the complexity is belong to O(N2). 
After selecting features, these features are written in a 
file and their vectors are made and saved in a file with 
.csv format. Each row in this file indicates an application 
and each column indicates the selected features 
represented with S𝐹𝐹𝑖𝑖 in Table (2). Each cell in this file 
includes a zero or one value showing whether this 
feature is used or not. We use this file as an input for the 
modeling. Table (2) shows an example of this file. 
 
3.5.  Adding Complex Features 
After extracting features and selecting the best ones, we 
have detected the complex features. The goal is to detect 
a combination of features that may not solely harm but 
if used together it may harm the device. Hence, using the 
extracted features from the malwares and using an 
algorithm, we detect the most common complex features 
in the malware class. In fact, after feature selection 
described in the previous section, remaining features are 
used to determine complex features. A complex feature 
contains two or more features. Therefore, first, complex 
features are generated using features were not selected 
in previous step. We have regarded a complex feature as 
an individual feature. Then, we calculate how often 
applications use each complex feature. At this level, we 
have the data showing the most common complex 
features in malwares and how many times each complex 
feature has been used in malwares. Then, according to 
equations (10), (11), (12), we have evaluated obtained 
complex features and detected those complex features 
meeting the above three criteria. In the other words, 
feature selection described in the previous step is 
repeated for complex features again. After selecting 
complex feature, we have added them to previous 
selected features, and then finally we have created the 
final vectors of the total extracted features. At this stage, 
final vectors are as demonstrated in Table (3) and each 
row indicates vectors related to the applications and each 
column indicates one selected feature from the 
collection of the selected feature. In this figure, simple 
features are represented as S𝐹𝐹𝑖𝑖 and complex features are 
shown with CS𝐹𝐹𝑖𝑖. 
 
3.6.  Modeling 
In this step, the created vector from applications is used 
by the classification algorithm as learning data. For this 
purpose, we use Weka tool that is an open source 
application. To achieve a better classification algorithm, 
considering the amount of the data and features, we 
could not assess and evaluate each classification 
algorithms. Hence, we have decided not to run the 
algorithm on the main dataset, instead we have selected 
a smaller data subset with 0.1 ration and run the 
algorithms on this selected data subset to choose the best 
classification algorithms on this dataset. In the following 
section, we describe the results in details. 

 
4.  EXPERIMENTS 
In this section, we explain results from our classification 
algorithm selection, essential number of features for the 
classification process and complex features’ efficiency 
in enhancing accuracy. The functionality of our 
proposed method has also been compared to that of the 
previous works. 

 
4.1.  Dataset and Test Environment 
The dataset used in this paper is introduced in [3] which 
is used to develop a security tool named Drebin. This 
dataset includes 5561 malwares and 123446 benign 
applications dating from August 2010 to October 2012. 
All tests have been performed on a PC with Intel Cori7-
4720HQ 2.60GHz processor, 16 GB Ram and a Win 10 
operating system. The following Table(4) summarizes 
simulation settings of our experimentations: 
 
 
4.2.  Evaluation Criteria 
To evaluate different classification algorithms in our 
dataset, we have used the following criteria: 

- True Positive: 

This criterion indicates malwares that have been 
detected successfully.  

(13) 𝑇𝑇𝑇𝑇 =  𝑇𝑇𝑇𝑇
𝑇𝑇𝑇𝑇 + 𝐹𝐹𝐹𝐹 

- False positive: 

This criterion indicates the number of benign 
applications mistakenly detected as malwares.  

(14) 𝐹𝐹𝐹𝐹 =  𝐹𝐹𝐹𝐹
𝐹𝐹𝐹𝐹 + 𝑇𝑇𝑇𝑇 

- Precision: 

The ratio of the number of malwares successfully 
detected to the total number of all the detected malwares 
. The equation for this ration is shown as follows (15): 

(15) 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 =  𝑇𝑇𝑇𝑇
𝑇𝑇𝑇𝑇 + 𝐹𝐹𝐹𝐹 

 
- Recall: 

The number of malwares that was successfully detected 
to the number of all the malwares detected successfully 
or categorized unsuccessfully as harmless ratio: 

(16) 𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅 = 𝑇𝑇𝑇𝑇
𝑇𝑇𝑇𝑇 + 𝐹𝐹𝐹𝐹 

 
- F-Measure: 

A New Approach to Improve Mobile Network’s Security Through Android Malware Detection Utilizing Static Analysis



Electronics  Industries   Quarterly Vol.9 No.4 Winter2019
87صفلنـامه صنـايع ارتكلوينـك دوره9-شمـاره4-زتسمان 1397

Harmonic mean from the precision and recall is the 
criterion indicating how capable the model act in 
distinguishing between the two classes. 

(17) F-Measure = 2 . 𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝 .  𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟
𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝 + 𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟 

- ROC Area: 

This curve demonstrates sensitivity or successful 
forecasts in comparison with the unsuccessful ones in a 
binary classification with a dynamic separation 
threshold. The ROC curve is created by plotting the true 
positive rate (TPRate) against false negative rate (FPRate) 
at various threshold settings. Here, true positive rate is a 
fraction of applications which were truly identified by 
the model as malwares and false negative rate is a 
fraction of malwares which were not detected by the 
model. The area under the curve (AUC) shows a number 
measuring a part of functionality. AUC has a value 
ranging from 0 to 1 where 0.5 means a random 
prediction and 1 means an excellent prediction. [21] 

(18) 
𝐴𝐴UC

=  1 + 𝑇𝑇𝑇𝑇𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅 − 𝐹𝐹𝐹𝐹𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅
2  

 
 

- Accuracy 

This criterion shows the percentage ratio of the number 
of samples successfully classified to total number of 
samples. 

(19) 𝐴𝐴𝐴𝐴𝐴𝐴 =  𝑇𝑇𝑇𝑇 + 𝑇𝑇𝑇𝑇
𝑇𝑇𝑇𝑇 + 𝑇𝑇𝑇𝑇 + 𝐹𝐹𝐹𝐹 + 𝐹𝐹𝐹𝐹 

 
4.3.  Results of suggested classification algorithm 
selection 
To select an appropriate algorithm for the classification, 
we have created a subset of the main dataset, so that 
using different tests, we can find the best algorithm for 
the main dataset. The subset contains 12000 applications 
and 500 malwares with 0.1 ration to the original dataset 
and a 1 to 22 ration among malwares and benign 
applications in original dataset, this ratio has been 
checked out in subset as well. Also, to decrease the 
extracted features, we have used X² algorithm and 500 
features that had larger X² value have been chosen as the 
selected features for classification. Then, this collection 
has been evaluated by all classification algorithms in 
Weka application and the result is shown in Table (5).  
Various classification algorithm are used here to 
determine which classifiers are more compliant with our 
feature selection method in term of classification rate. 
As shown in Table (5), Kstar have presented the best 
functionality among all other algorithms. Kstar (K*) is a 
lazy instance-based classifier in which class label of 
every test instance is determined by its similarity to its 
neighbors. However, this is not as impressive as the 

second algorithm which is IBK. It is another simple 
instance-based classifier that uses the class of the nearest 
k training instances for the class of the test data.  The 
superiority of Kstar is only because of 6 extra successful 
predictions compared to IBK, but the execution time for 
the Kstar is almost 25 times longer than that of IBK. 
Therefore, we have removed Kstar algorithm from the 
selected algorithm list, and finally four algorithms of 
IBK, SMO, Randomforest and Randomcomittee are 
selected because of their prominent functionality and 
execution time. SMO(Sequential Minimal 
Optimization) is a improved version of SVM(Support 
Vector Machine) classifier which uses an special 
optimization approach for training the classifier. 
Randomforest and Randomcomittee are both ensemble 
classifiers. Randomforest is an extension of bagging 
decision trees that can be used for classification. 
Randomcomittee uses a committee of random 
classifiers. Random classifiers are generated using a 
base learner. For more descriptions regarding to 
classifiers used in this study, interested readers are 
referred to Weka documentation. 
 
4.4.  Feature selection 
Because of the high number of features and applications 
in the dataset, we have required selection on features. 
Hence, we have employed feature selection algorithms 
to select these features. These algorithms calculate the 
distinction of each feature and rate them with a number. 
These ratings features are sorted and those with higher 
ratings are selected. Now we should consider how many 
features is enough to achieve the best accuracy and 
meanwhile has an appropriate execution time. Hence, 
we have used Hill climbing method to calculate the 
number of features. To determine the influence of the 
selected features, we first sort the extracted features by 
X² and information gain methods. First, we have 
selected 100 top features and then classified them with 
two algorithms of randomforest and randomcomittee 
and saved the results. Next, we have increased selected 
features by 100 and wrote down the results. We did this 
till accuracy growth started to reduce. This process has 
been continued with up to 900 selected features and after 
that, accuracy haven’t presented any change and finally 
leading to computational overload. The results are 
shown in Table (6). 
Table (6) shows that despite of deleting 98.8 percent of 
the total extracted features and using only 1000 selected 
features, we achieve better results compared to those of 
the Drebin method that employs all the extracted 
features. Besides this improvement, computational 
overload and execution time for the process and 
modeling have decreased significantly. Also, as shown 
in Table (6), when we increase the number of features, 
we observe a constant improvement in accuracy for up 
to using 800 features. After 800th feature, we haven’t 
observed any significant improvement, although in some 
cases, we had retrogression. Aa a  chance to improve the 
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result, we further increase the features but it won’t be 
significant. For example as we increase features by 100, 
the final vector will have 129 million cells more than 
before, and this means computational overload and 
bigger execution time. Increasing the number of features 
to more than 1000 is not useful and selecting 700-800 
features is more justifiable. 

4.5.  Complex feature’s influence on classification 
After the number of features were calculated, we can 
proceed and use complex features in addition to the 
simple features. For this purpose, we first extract the 
most common complex features in malwares and benign 
applications. Then, we delete the shared complex 
features among malwares and benign because this leads 
to worse distinction. Finally, we have selected 89 
complex features. By adding this extra 89 features, we 
have examined our dataset again and the results , which 
show improvements, are shown in Table (7). By 
extracting complex features and using them for 
classification, with only 757 features, all the parameters 
had improvements. As shown in Table (6), the best result 
has been achieved by 900 features obtained via 
Randomforest algorithm. This algorithm uses 143 extra 
feature causing 18 million extra cells to be calculated. 
However, this has only detected 29 extra malwares. 
These tests results show the efficiency of our suggested 
method. 

4.6.  Comparison of the proposed method with 
previous papers 
In this section, we discuss differences between our 
proposed method and other methods based using  static 
analysis method. After declaring the appropriate 
algorithm for classification and the number of selected 
features, we have added complex features to get the final 
classification based on the selected algorithms and the 
results are presented in Table (8). This comparison is 
based on the accuracy parameter.As shown in Table (8), 
the proposed method provides a better accuracy in 
comparison with all the previous methods. Also, this 
method provides better results in comparison with all 
other previous classification methods. 

5. CONCLUSIONS
Traditional antiviruses are signature based which are

restricted to known malwares. However, by data mining 
and static analysis of malwares and clean apps, new 
threats can be found. In this paper, we have proposed a 
method that detects malwares by static analysis. The 
suggested method both reduces processing load and 
increases processing speed; nevertheless, it provides a 
better accuracy in classification of the applications into 
benign and malware categories. We have used two main 
feature groups. First, the simple extracted features from 
the codes including the followings: permissions, 
network addresses, API functions and main components 
of an android application. The second group are complex 

features made by combining simple features together 
that are more common in malwares. Because of the 
diversity of features, we have selected features with Chi-
square and Information Gain algorithms. Finally, by the 
use of classification algorithms such as randomforest 
and randomcomittee, we have classified the applications 
and have compared them with the previous works. We 
have also investigated on the selection of appropriate 
algorithms for classification. We have also provided 
experimental results to find out how many features are 
needed for a classification. We have found out that 
increasing the number of the selected features doesn’t 
necessarily improve classification, and hence causing 
computational overload and more modeling time. 
Therefore, by selecting the right number of features not 
only the computational overload decreases, but the 
accuracy of classification increases. Although, the 
proposed approach has been implemented and tested 
independently, it can be integrated to android operating 
system.   
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Table 1. declaration method for primitive data type when recalling function 

Data type abbreviation 

Void V 

Boolean Z 

Byte B 

Short S 

Char C 

Int I 

Long J 

Float F 

Double D 

Table 2.  An example of the table made by these features in an excel file 

SF0 SF1 SF2 SF3 … SFN 

App1 0 1 0 1 … 0

App2 1 1 1 1 … 0

Table 3.  Binary vector created from apps by simple and complex features 

0
SF

1
SF

2
SF

3
SF …

N
SF

0
C

SF

…
. n

C
SF

1App 0 1 0 1 … 0 1 … 1

2App 1 1 1 1 … 0 1 … 0

nApp 0 0 1 0 … 1 0 … 1
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Table 4. Experimental settings 
CPU 

RAM 

Intel core i7-4720HQ 2.60GHz 

16GB 

OS Windows 10 64bit 

Data mining 
tool 

Weka 8.3 

Feature 
extraction tools 

apktool, dex2jar   

Evaluation 
method 

10-fold cross validation 

Number of 
Malwares 

5561 

Number of 
benign apps 

123446 

 

 

Table 5.  The results of different classification algorithms by Weka 
 TP rate

 FP rate
 Percision

 

Recall
 F-m

easure
 

RO
C

 Tim
e (s)

 C
orrect 

classified
 

False
 C
lassified

 

BayesNet 95 23.6 96.7 95 95.6 94.1 0.84 11869 631 
NaiveBayes 95.1 23.6 96.7 95.1 95.7 94 0.08 11883 617 
NaiveBayesUpdateable 95.1 23.6 96.7 95.1 95.7 94 0.04 11883 617 
logistic 98.4 26.9 98.3 98.4 98.3 91.4 30.75 12297 203 
SGD 98.6 27.5 98.5 98.6 98.5 85.6 6.48 12323 177 
SimpleLogistic 98.5 28.4 98.4 98.5 98.4 95.8 41.2 12310 190 
SMO 98.6 28.4 98.5 98.6 98.5 98.5 72.8 12325 175 
votedPerceptron 98.1 36.3 97.9 98.1 97.9 81.1 1.76 12260 240 
IBK 98.8 20.8 98.8 98.8 98.8 95 12.28 12350 150 
Kstar 98.8 19.4 98.8 98.8 98.9 93.9 317 12356 144 
LWL 96 95.2 96.2 96 94.1 93.8 381.56 12004 496 
adaBoostM2 96.6 68.2 95.9 96.6 95.9 92 4.42 12073 427 
AttributeSelectedClassifier 98.1 36.5 98 98.1 98 88.2 16.99 12267 233 
bagging 98.3 31.7 98.2 98.3 98.2 96.3 47.92 12290 210 
ClassificationViaRegression 98.1 34 97.9 98.1 98 94.2 28.08 12259 241 
FilteredClassifier 98.3 31.1 98.2 98.2 98.2 87.8 43.78 12292 208 
IterativeClassifierOptimizer 97.3 48.8 97 97.3 97 93.6 64.55 12162 338 
LogitBoost 97.3 48.8 97 97.3 97 93.6 5.32 12162 338 
MultiClassClassifier 98.4 26.9 98.3 98.4 98.3 91.4 28.07 12297 203 
MultiClassClassifierUpdateable 98.6 27.5 98.5 98.6 98.5 85.6 5.96 12323 177 
RandomCommittee 98.7 26.1 98.7 98.7 98.6 95.2 6.22 12340 160 
RandomizableFilterdClassifier 98.1 30.7 98 98.1 98 91.9 0.23 12261 239 
RandomSubSpace 98.2 37.1 98.2 98.2 98.1 95.9 34.07 12281 219 
DecisionTable 98.3 38.2 98.2 98.3 98.1 86.5 295.52 12282 218 
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Jrip 98.1 26.3 98 98.1 98.1 97.6 26.14 12261 239 
OneR 96.4 86.2 96.3 96.4 95 55.1 0.42 12048 452 
PART 98.3 23.1 98.2 98.3 98.3 91.5 53.54 12284 216 
HeoffdingTree 97.8 42.3 97.5 97.8 97.5 86.1 1.45 12219 281 
J48 98.3 31.1 98.2 98.3 98.3 87.8 38.57 12292 208 
LMT 98.4 26.9 98.3 98.4 98.3 93.5 1968.24 12299 201 
Randomforest 98.7 26.5 98.7 98.7 98.6 97 27.86 12339 161 
RandomTree 98.2 23.8 98.1 98.2 98.2 87 0.58 12269 231 
REPTree 98 37.6 97.9 98 97.9 93.3 7.01 12252 248 

 
 

Table 6.  Investigating the effect of increasing the number of features on classification accuracy 

Feature 
selection 

Algorithem
 N

um
ber of 

Features
 Algorithm

 

TP rate
 FP rate
 Percision

 

Recall
 F-m

easure
 

RO
C

 Tim
e (s)

 C
orrect 

classified
 

False
 C
lassified

 

X2 

10
0 

RandCommittee 98.9 20 98.8 98.9 98.8 95.9 48.81 127526 1481 
Random forrest 98.9 19.6 98.8 98.9 98.8 96.9 325.4 127542 1465 

IG RandCommittee 99.2 14.9 99.1 99.2 99.1 97.9 16.22 127923 1084 
Random forrest 99.2 14.5 99.2 99.2 99.2 99.1 91.13 127952 1055 

Proposed 
RandCommittee 99 17.1 99 99 99 97.6 13.97 127751 1256 
Random forrest 99 17.5 99 99 99 98.8 81.22 127762 1245 

X2 

20
0 

RandCommittee 99.1 15.3 99.1 99.1 99.1 97.2 106.5 127893 1114 
Random forrest 99.2 14.8 99.2 99.2 99.1 98.3 569.7 127935 1072 

IG RandCommittee 99.3 12.8 99.3 99.3 99.3 99.2 24.71 128092 915 
Random forrest 99.3 12.7 99.3 99.3 99.3 99.2 168 128100 907 

Proposed 
RandCommittee 99.2 15.5 99.1 99.2 99.1 97.7 21.87 127922 1085 
Random forrest 99.2 15.9 99.1 99.2 99.1 98.9 135.4 127927 1080 

X2 

30
0 

RandCommittee 99.3 11.7 99.2 99.3 99.2 97.7 111.9 128049 958 
Random forrest 99.3 11.4 99.3 99.3 99.3 98.5 569.7 128073 934 

IG RandCommittee 99.3 12.7 99.3 99.3 99.3 98.2 37.43 128088 919 
Random forrest 99.3 12.5 99.3 99.3 99.3 99.2 240.4 128116 891 

Proposed 
RandCommittee 99.1 16.1 99.1 99.1 99.1 97.8 37.2 127872 1135 
Random forrest 99.2 15.7 99.2 99.2 99.2 99 221.4 127936 1071 

X2 

40
0 

RandCommittee 99.3 11.4 99.3 99.3 99.4 97.8 125 128092 915 
Random forrest 99.3 11.1 99.3 99.3 99.3 98.8 943.2 128130 877 

IG RandCommittee 99.3 12.7 99.3 99.3 99.3 98.2 39.63 128077 930 
Random forrest 99.3 12.6 99.3 99.3 99.3 99.3 287.6 128099 908 

Proposed 
RandCommittee          
Random forrest          

X2 

50
0 

RandCommittee 99.3 11.1 99.3 99.3 99.3 98 134.7 128144 863 
Random forrest 99.4 10.6 99.4 99.4 99.4 99 668.1 128194 813 

IG RandCommittee 99.3 12.2 99.3 99.3 99.3 98.2 50.8 128109 919 
Random forrest 99.3 12.5 99.3 99.3 99.3 99.3 322.9 128110 897 

Proposed 
RandCommittee 99.1 15.6 99.1 99.1 99.1 97.7 52.77 127905 1102 
Random forrest 99.2 15.9 99.2 99.2 99.1 99 292.4 127912 1095 

X2 

60
0 

RandCommittee 99.4 10.9 99.3 99.4 99.3 97.9 134.8 128175 832 
Random forrest 99.4 10.5 99.4 99.4 99.4 99 774.7 128204 803 

IG RandCommittee 99.3 12.2 99.3 99.3 99.3 98.2 59.69 128096 911 
Random forrest 99.3 11.9 99.3 99.3 99.3 99.3 386.4 128133 874 
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Proposed RandCommittee 99.3 12.9 99.3 99.3 99.3 98 62.9 128064 943 
Random forrest 99.3 13.2 99.3 99.3 99.3 99.1 389.1 128065 942 

X2 

70
0 

RandCommittee 99.4 10.7 99.3 99.4 99.3 98.2 132.5 128181 826 
Random forrest 99.4 10.3 99.4 99.4 99.4 99.1 782.4 128215 792 

IG RandCommittee 99.3 12 99.3 99.3 99.3 98.3 71.57 128120 887 
Random forrest 99.3 11.7 99.3 99.3 99.3 99.3 363.1 128150 857 

Proposed 
RandCommittee 99.3 13.1 99.3 99.3 99.3 97.9 78.77 128060 947 
Random forrest 99.3 13.1 99.3 99.3 99.3 99.1 389.1 128072 935 

X2 

80
0 

RandCommittee 99.4 11 99.3 99.4 99.3 98.2 166.5 128174 833 
Random forrest          

IG RandCommittee 99.3 11.9 99.3 99.3 99.3 98.2 80.2 128118 889 
Random forrest          

Proposed RandCommittee 99.3 12.8 99.3 99.3 99.3 98 78.7 128085 922 
Random forrest 99.3 12.5 99.3 99.3 99.3 99.2 599 128112 895 

X2 

90
0 

RandCommittee 99.4 10.3 99.4 99.4 99.4 98.2 178.3 128223 784 
Random forrest          

IG 
RandomCommit

tee 99.4 11.8 99.3 99.3 99.3 98.3 89.36 128115 892 

Random forrest          

Proposed 
RandCommittee 99.3 12.7 99.3 99.3 99.3 98 93.6 128092 915 
Random forrest 99.3 12.5 99.3 99.3 99.3 99.2 548 128116 891 

X2 

10
00

 

RandCommittee          
Random forrest          

IG RandCommittee 99.3 11.8 99.3 99.3 99.3 98.3 92.3 128133 874 
Random forrest          

Proposed RandCommittee 99.3 12.4 99.3 99.3 99.3 98 101.4 128112 895 
Random forrest 99.3 12.5 99.3 99.3 99.3 99.2 666.8 128119 888 
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Table 7.  results of classification based on complex features 

Feature 
selection 
Algorithem

 

N
um

ber of 
Features

 TP rate
 FP rate
 Percision

 

Recall
 F-m

easure
 

RO
C

 Tim
e (s)

 C
orrect 

classified
 

False
 C
lassified

 

randomForest 

668+89 

99.4 10.6 99.4 99.4 99.4 98.6 1924.61 128194 813 
randomCommitee 99.3 10 99.3 99.3 99.3 97.7 393.12 128158 849 

IBK 99.3 9.4 99.3 99.3 99.3 96.8 478 128097 910 
SMO 98.9 21.7 98.9 98.9 98.9 88.6 9727 127571 1436 

 
 
 
 
 
 
 
 

Figure 2.  The chart of functionality between classification with complex features and without them 
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Table 8.  Comparison of the proposed method’s accuracy 

[1] Malware Detection 
Method 

Algorithm
 Accuracy
 

TP rate
 FP Rate
 Precision

 

Recall
 

F-
m

easure
 

RO
C

 
Area

 

This work Random
Forest 99.36 99.4 10.6 99.4 99.4 99.4 98.6 

Droidapiminer [22] KNN 99 97.8 - - - - - 

Anderson et al. [23] SVM 98.7 - - - - - - 

Nezhadkamali et al. [24] Random
Forest 98.6 98.6 11 99.7 99 98.3 99.7 

Xing et al. [25] J48 98.6 80.5 5 89.8 55 68.2 - 

Schultz et al. [26] Navies 
Bayes 97.11 97.43 3.8 98.7 97.2 97.9 - 

Firdausi et al. [27] J48 97 90.9 3.8 95.9 - - - 

DroidDetector [28] RBM 96.76 - - 97.79 95.68 - - 

Siddiqui et al. [29] Random
Forest 96.6 95.6 3.8 - 95.6 - - 

Sebastian et al. [30] Random
Forest 96.02 96 3.95 - - - - 

Sharma et al. [31] KNN 95.1 - - 94.3 99 95.1 - 

Drebin [7] SVM 93 - - - - - - 

Aung et al. [32] CART 90.7 97.8 15.7 84.9 97.8 - 87 

 

Mahmood Deypir




