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7. K; « Decyps(Decapp(Py , Zy, U;'s Attributes), Keemy)
8. K.« F(K;1)
Decrypt File using K.
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Input: req, req_id, sign
Output: res

Input: Uy, Fig
Output: NULL

Thew < @ random number in (0, p-1)

K{ < arandom number in (0, p-1)

Remove the record corresponds to (Ug, Fig)

Select all the keys for Figas (K;, K, ..., K})

Compute F(X, new) With (K;, Ky, ..., K;) and K/ using
algorithm 5, save the result in (ag, ... , an1)

Update the Keylnfo of F;; as (fhew » @5 --. » an.1) in the
cloud

] Evaluate F¢ « Encags(File(Fig), K¢)

10. Letsign « ECDSA(Fc, SKouner)

11. Replace (Fq, sign, Keylnfo) with the old version in the
12, cloud.
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1. Verify sign, if OK then decrypt req using OW;

2.  Extract Uy, Fiq , Kiemp + Texpiry

3. K; « arandom number (0, p-1)

4. 7w < arandom number in (0, p-1)

5. Insertthe record (Uq, Fig , K;, Texpiry) into Database
6.  Select all the keys for Fig as (Ky , Ko, ..., Kp)

7. Fetch the decryption key for F;; as K

8. Compute F(X, new) With (K;, K5, ..., K;)) and K using
9. algorithm 5, save the resultin (ag, ... , an.1)

10. Update the KeylInfo of Fi; as (fnew » @ .- » ay.1) in the
11. cloud.

12. LetT be the access policy of Fig

13. Compute res « Encage (Pv, Encaps(Ki, Keemp) » T)
14. Register (res, req_id) to Smart Contract
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Input: U;'s Attributes , Kiemp

Output: NULL

User Download the encrypted File

Verify the signature using ECDSA

User receive (res, req_id ) as Response Transaction
Download keylInfo part of file as (ag, ay, ..., an.1, I, P)

build F(x,r) using (ag, as, ..., an.q, I, p)
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1. a9« -h(Ky , Mnew ) (Mod p)
2. ap «— 1

3. Let a; < O for i=2..n;

4. for i—1ton-1

5. ho — h(Kit1 s Mnew)

6. for j« i downto 1

7. aj < aj.1 — No. 3 (mod p)
8. end for

9. A — 1

10. ay < - hg. 3y (mod p)

11.end for

12. 39+ ap + K¢

13. return (ag, ..., ay.1)
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Input: K;, r,ag, ..., a,

Output: K

1.S« do

2.x < h(K;, 1)

3.mult 1

4. fori—1ton

5. mult < mult.x (mod p)
6

7

8

S «— S+a;.mult (mod p)
. end for
.return S
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5.Download Encrypted File + Keylnfo 1.Upload Encrypted File + Keylnfo

Smart Contract

3. fetch req_id

O
e

4.res req_id o

........................
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InpUt: Uidr Fid ’ Pk ’ Texpiry
Output: NULL
1. Ktemp < arandom number in (0, p-1)
2. req_inﬁ) —Encpg; (Kpu(OW)' Uia IFid IKtemp |Texp)
3. req_id (_h(Uid |Fid| Ktemp |Texpiry)
4. Register (req_id, req_info) to Smart Contract
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Input: req, req_id
Output: res

1. Decrypt req_info using private key

2. Extract Uidr FL’d ' Ktemp ' Texpiry

3. Kj«arandom number (0, p-1)

4.  rpew<—arandom number in (0, p-1)

5. Insertthe record (Uiq, Fig , Ki, Texpiry) in Database
6.  Selectall the keys for F; as (Ky , Ky, ..., K,)

7.  Fetch the decryption key for Fi; as K¢

8. Compute F(X, rpew) With (Ky , K5, ..., K,) and K using
9. algorithm 5, save the resultin (ag, ... , ay.1)

10. Update the KeylInfo of F;; as (fnew, 805 --- » an.1)
11. LetT be the access policy of reading Fiq

12. res < Encapp(Px, Encsyy (Ki, Keemp) 1 T)

13. Register (reg_id, res) to Smart Contract
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Input: req, req_id

Let S : struct of (req, res, price)
if (Map[reqg_id] # NULL) then
return;
S.req < req
Map(req id] «S
Call web-service of owner with (req, req_id)
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Input: req_id, res

if (Map[reg_id]=NULL) then
return NULL;
end if
Map|[req_id].res<res
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fun pk(skey) : pkey .

fun pki_enc(bitstring, pkey) : bitstring .

reduc forall m: bitstring, k : skey ; pki_dec(pki_enc(m, pk(k)), k) = m.
fun sym_enc(bitstring, key) : bitstring .

reduc forall m: bitstring, k : key ; sym_dec(sym_enc(m, k), k) = m.

fun spk(sskey) : spkey .

fun sign(bitstring, sskey) : bitstring .

reduc forall m: bitstring, k : sskey ; getmsg(sign(m, k)) = m.

reduc forall m: bitstring, k : sskey ; check_sign(sign(m, k), spk(k)) =m .
fun h(bitstring) : bitstring.

query attacker(new req_info) .

query attacker(new k_temp) .

query attacker(new K_i) .

event SendReq(bitstring) .

event ReceiveReq(bitstring ) .

v | event SendRes(bitstring ) .

event ReceiveRes(bitstring ) .

query X : bitstring, y : bitstring ; inj-event(ReceiveReq(x)) ==> inj-

event(SendReq(x)) .

query X : bitstring, y : bitstring ; inj-event(ReceiveRes(x) ) ==> inj-
event(SendRes(X)).

let User(skUser : skey, sigkeyUser:sskey, pkOwner:pkey,
verKeyOwner:spkey) =

new req_info:bitstring ;

new k_temp:key;

let(req:bitstring) = pki_enc((req_info, k_temp), pkOwner) in
let(req_id:bitstring) = h(req_info) in

¢ | let(sig_req:bitstring) = sign((req, req_id), sigkeyUser) in
event SendReq(sig_req) ;

out(c, sig_req);

in(c, sig_res:bitstring) ;

let(res:bitstring) = check_sign(sig_res, verKeyOwner) in
let(res_t:bitstring) = pki_dec(res, skUser) in
let(k_i:bitstring, = req_id) = sym_dec(res_t, k_temp) in
event ReceiveRes(sig_res) .

let DataOwner(pkUser:pkey, verKeyUser:spkey, skOwner:skey,
sigkeyOwner:sskey)=

in(c,s_req:bitstring) ;

new k_i:bitstring ;

let(req:bitstring, req_id:bitstring) = check_sign(s_req, verKeyUser) in
let(req_info:bitstring, k_temp:key)=pki_dec(req, skOwner) in

O | let(res_t:bitstring) = sym_enc((k_i, req_id), k_temp) in
let(res:bitstring) = pki_enc(res_t, pkUser) in

let(=req_id) = h(reg_info) in

event ReceiveReq((req, req_id)) ;

let(sig_res:bitstring) = sign(res, sigkeyOwner) in

event SendRes(sig_res) ;

out(c, sig_res) .

process
new skOwner : skey ;

new skUser : skey;

new sigkeyOwner : sskey ;

new sigKeyUser : sskey ;

# | let pkOwner = pk(skOwner) in out(c, pkOwner) ;

let pkUser = pk(skUser) in out(c, pkUser) ;

let verKeyOwner = spk(sigkeyOwner) in out(c, verKeyOwner) ;
let verKeyUser = spk(sigKeyUser) in out(c, verKeyUser) ;
(("DataOwner(pkUser, verKeyUser,skOwner, sigkeyOwner)) |
(1User(skUser, sigkeyUser, pkOwner, verKeyOwner)))
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Input: U;'s Attributes , res, req_id, Keemp
Output: NULL

1. Download the encrypted File
2. Download polynomial coefficients (aq, .., an—1,7)
3. res <« Decygp(Py, res,T)
4- Ki < DeCSYM (Ktemprres)
5. Kc<F(K;,aq,..,a,_1,7) using Algorithm 6
6. Decrypt File using K¢
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type skey .
type pkey .
type sskey .
type spkey .
type key .

free c:channel .
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. RESULT not attacker (req_info_34[!1 = v_338]) is true.

e  RESULT not attacker (k_temp_35[!1 =v_722]) is true.

. RESULT not attacker (k_i[req_id = v_1101,req =v_1102,!1 =
v_1103]) is true.

. RESULT inj-event (ReceiveReq(x)) ==> inj-event(SendReq(x))
is false.

e  RESULT inj-event (ReceiveRes(x_45)) ==> inj-
event(SendRes(x_45)) is true.
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