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! Integrity of Plaintext(INT_PTXT)

2 Integrity of Ciphertext(INT_CTXT)

% Competition for Authenticated Encryption: Security, Applicability, and
Robustness
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Enc-Aegis-128 (P, msglen, Key, IV, AD, adlen)

Input: Plain Message Data, Associated Data
Length Data (msglen) and Length
Associated Data (adlen), Lengths Less than 2*Bit
128 bit Key, 128 Bit IV, 32 byte Constant (2*128 Bit)
Output: Cipher Data (C), Tag (T)
1. Initialization (S, Key, Iv, Cons)

2. AssociatedDataUpdate (S, AD, adlen)
3 - [adlen]

’ 128
a. msglen]

128

5. fori <« Otov—1do
6. Ci=Pi D Susis @ Susia © (Suri2&Suviz)
7. Su+iv1 =StateUpdate128 (S, P;)
8. end for
9. tmp = Sy1p3 @ (adlen||msglen)
10. foriu+vtou+v+6do
11. S;+1 =StateUpdate128 (S;, tmp)
12. end for
13. T= Su+17+7,0
14. fori < 1to4do
15. T=T®® Sytv+7:
16. end for
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StateUpdate128 (S, m)
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Input: 80 byte state S and
16 byte message block m
Output: state S;,
Sis10 = AESRound(S; 4, Si0 ® m;)
Si+11 = AESRound(S;, S;1)
Si+12 = AESRound(S; 1,S;,)
Si+13 = AESRound(S;,,S;3)
Siv1.4 = AESRound(S;3,S; 4
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Dec- Aegis-128 (C, msglen, Key, IV, AD, adlen)

Input: Cipher Data, Associated Data Length Data
(msglen) and Length Associated Data (adlen), Lengths Less
than 264 Bit 128 bit Key, 128 Bit IV, 32 byte Constant (2*128
Bit)
Output: Plain Data (P), Tag (T)

1. Initialization ((S, Key, Iv, Cons)

2. AssociatedDataUpdate (S, AD, adlen)
3 - [adlen]

! 128
4. msglen]

128

5. fori <« Otov—1do
6. Py =C; D Surins © Suvia © (Susi2&Suriz)
7. Su+ir1 =StateUpdate128 (S,.;, P;)
8. end for
9. tmp = Sy1y3 @ (adlen||msglen)
10. fori—u+vtou+v+6do
11. S;+1 =StateUpdate128 (S;, tmp)
12. end for
13. T = Sysve7,0
14. fori < 1to4do
15. T=T® Su+1i+7,i
16. end for
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Initialization (S, Key, Iv, Cons)

Input: 128 bit Key, 128 Bit IV,
32 byte Constant (2*128 Bit)
Output: 640 Bit state (5*128 Bit)
1 S_100 = Kizs @ IVipg
S_101 = const,;
3 S_j02 = const,
4. S_j03 = K25 D const,
5. S_i04 = K5 @ const,
6. fori< —5to—1do
7
8
9

My = Kiag
My; = Kiz5 @ [Vi2g
end for
10. fori« —10to—1do
11. S;4+1 =StateUpdate128 (S;, m;)
12. end for
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AssociatedDataUpdate (S, AD, adlen)

Input: Associated Data length=adlen
Less than 2%*Bit
Output: Update State

1. foriHOtoIM]—ldo
128
2. S;+1 =StateUpdate128 (S;, AD;)

3. end for
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! Key Generation

2 Seed

3 indistinguishable

4 Encryption Records
® Collision
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Enc-DataBase (R, SK)

Input: Records of Database and Key
N Number of Records
msglen Length Records
Output: Encrypted Records and Tags

1. forj« 1toNdo

2. IV = H(j)

3. (CRj’TRj) =Enc-Aegis-128 (PR/"
msglen, sk, 1V, j,128)

4.  end for

Build_Trapdoor (W, d)

Input: W Keywords for Search
d Edit Distance

Output: Fuzzy Keyword Set
1. S =Gen_Fuzzy_Set (W, d)

IV = Const

fori < 1to |W]|do

ES;, = Enc-Aegis-128 (S¢,, 128, ky, 1V, 0,0)

end for

return ES.
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Search (ET,)

Input: ET, Fuzzy Keywords Trapdoor for Search
Output: If find, the authentication label and Record collection
Else Reject
1 fori < 1tocdo ; c Cluster Number
2 for j«< 1to |ET| do
3 for ke 1to |ES;| do
4. If ET;; Equal ES¢, ) then
5. return (Ev(C,),Tv(C), ESCl,_l)
6 end if
7 end for
8 end for
9 end for
10. return Reject
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Enc-Trapdoors (Clusters,k,, k)
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Input: Trapdoors S, Indexes v(C), ¢ Number of Cluster, t
Number Fuzzy Keywords, Indlen Length index
Output: Encrypted Trapdoors ES,, Indexes Ev(C) and Tags
1. IV = Const
fori <« 1tocdo
S¢, =Gen_Fuzzy_Set (C;, d)
forj < 1totdo
ESc,, =Enc-Aegis-128 (S¢,,, 128, k,,1V,0,0)
end for
AD =S¢,
(EU(C,v), Tv(Ci)) =Enc-Aegis-128 (v((;),
Indlen, k,,1V,AD,128)
8.  end for
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! Secure Trapdoor
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Dec-Verify-Trapdoors
d,w', ESc.., Ev(w') len,Tv(w') , ky, k;)

Input: w'  Keyword for search, d=Edit Distance
ES,; Encrypted Center Cluster
Ev(w") Encrypted Index, len Length index
Tv(w') Tags
Output: Accept (Number or Key Records Results) or Reject
1. IV =Const
2. C, =Dec-Aegis-128 (ESCCJ, 128,k,,1V,0,0)
3. if (Gen-Fuzzy-Set (C.,d) N Gen-Fuzzy-Set (w’,

d))==0 then
4. Reject
5. else
6. AD = H(C,)
7. (wv(w"), Tv(w')) = Dec-Aegis-128 (Ev(w'),
len, ko, 1V, AD,128)
8. if Tv(w") = Tv(C;) then
9. Reject
10. else
11. Accept
12. Return v(w")
13. end if
end if
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Dec-Verify-Record (E;, T, j, msglen, sk)

Input: E; Encrypted Record, msglen Length Records
T; Tag
j Number or Key Record
Output: Accept or Reject Results and Decrypt Record
1. IV=H())
(R;, T) =Dec-Aegis-128 (E;, msglen, sk, 1V, j, 128)
if T; # T then
Reject
else
Accept
Return R;
end if
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