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Let,

ency(.) — message encrypted by secret key of k

enc,,(.) — message encrypted by an unknown secret key

decy(.) — message decrypted by secret key of k

dec,,(.) — message decrypted by an another DG; with multi hop transmission
DS; — set of dominated sensors

DG jop — dominators group with in one hop transmission range
DG, — neighbor dominators group

bre(.) — broadcast message with in one hop transmission range

L -key ring

t — number of successful communications between DG, and DS;
perm — permutation function for DGs key ring

#step 1: key copy
Jor each DS;€V,
bre(ency(Join_REQ))
if decy(Join_REQ) from DGy,
then DG, send enci(£)
DG 0 send enczi(Join_APRYV)
DS; send enci(ACK)
else
floodenc,,(Join_REQ) from DG,
end if
for each DG,
ifdec,,(Join_REQ) from DG,
then M «enc,,,(£) from DG,
DG, send M to DG s,
DG jop send M to DS;
end if
end for
end for
#step 2: key exchange
if' t > threshold
thenbrc(key EXCHANGE)

perm (£Lpc)
end if
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