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3.Network Control Centre (NCC)
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4. Peer-To-Peer

5. Mutual Authentication
6. Anonymity

7. Confidentiality

8. Session Independence
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13.Globarstar

14. Tridium

15. Denial Of Service Attack
16. Insertion Attack
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20. High Level Protocols Specification Language
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role sessionl(R:text,S:agent,U:agent, T:text, Tn:text,K:text)
def=

local
SND2,RCV2,SNDI1,RCV1:channel(dy)
composition
role S(S,U,T,Tn,K,SND2,RCV2) N\
role_ U(U,K,R,T,SND1,RCV1)
end role
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role environment()
def=
const

hash_O:function,uaer:agent,const 1:text,server:ag
ent,key:text,auth_1:protocol id,auth 2:protocol id

intruder knowledge = {}

composition

sessionl(const 1,server,uaer,const 1,const 1,key)
end role
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goal
authentication_on auth_1
authentication_on auth_2
end goal

environment()
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role
role U(U:agent,K:text,R:text, T:text, SND,RCV:channel(dy)

)
played by U
def=

local

State:nat, Tn:text,Hash:function, Xor:function
init
State =0
transition
1. State=0 /A RCV((start) =[> State"=1 /\
SND(T.Xor(Hash(K).R).Hash(U.T.R))
2. State=1 /\
RCV(Xor(Hash(T.K).Tn").Hash(Tn')) => State':=2
end role
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role
role S(S:agent,U:agent, T:text, Tn:text,K:text, SND,RCV:cha
nnel(dy))
played by S
def=

local

State:nat,R:text,Hash:function, Xor:function
init
State =0
transition
1. State=0 /\
RCV(T.Xor(Hash(K).R*).Hash(U.T.R”)) =]> State’:=1 /\
SND(Xor(Hash(T.K).Tn).Hash(Tn))
end role
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