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ABSTRACT: These days, many researchers work on RFID EPC-C1 G2 authentication protocols 
designing with the use of 16-bit PRNGs. However, thanks to short input/output length of such PRNG
functions that makes it feasible to convert it, most of such protocols are vulnerable against full secret 
disclosure attacks. Recently, Moradi et al. in [1] analyzed an EPC-C1 G2 authentication protocol 
named 𝑆𝑆𝑆𝑆𝑆𝑆+ and presented a revised version of the 𝑆𝑆𝑆𝑆𝑆𝑆+ protocol. In this paper, we show that
unfortunately the revised version of 𝑆𝑆𝑅𝑅𝑅𝑅+protocol, same as its predecessor i.e. 𝑆𝑆𝑆𝑆𝑆𝑆+ protocol, is still
vulnerable against full secret disclosure attack. In the presented attack, adversary discloses all secrets 
of the protocol only by eavesdropping one run of the protocol, impersonating the reader in one run of 
the protocol and doing only 3 × 216 off -line PRNG function evaluations.
KEYWORDS: RFID, EPC-C1 G2, 16-bit PRNG Function, Authentication, Secret Disclosure Attack. 

1. INTRODUCTION
Same as all wireless technologies, RFID needs

security protocols to provide CIA triangle of security 
which are confidentiality, integrity and availability. An 
RFID security protocol is a protocol between three 
components including tags, readers and back-end 
database. Passive tags, active tags and semi-active tags 
are three different types of tags that may be employed in 
an RFID protocol, and each of them have its related 
standards. 

EPC-C1 G2 [2] is an important standard related to 
passive tags which recommends using 96-bit EPCs, 16- 
bit CRCs and 16-bit PRNGs. Up to now, a lot of EPC-
C1 G2 RFID security protocols have been proposed in 
the related literature, e.g. [3], [4], [5], [6], [7], [8], [9], 
[10], [11]. However, unfortunately these proposals were 
not successful in providing their security goals [12], 
[13], [14], [15], [17]. The lack of such a secure EPC-C1 
G2 complaint RFID protocol leads to more attempts to 
design a secure protocol in the framework of EPC-C1 
G2 standard. 
Recently, Moradi et al. in [1], presented a
desynchronization attack and a secret disclosure attack 
against an EPC-C1 G2 compliant protocol, 𝑆𝑆𝑆𝑆𝑆𝑆+ [10]
protocol. Their proposed desynchronization attack uses 
toggling only one bit of the transferred random number 
and their proposed secret disclosure attack costs at most 
24 CRC evaluations and eavesdropping two consecutive 
sessions of the protocol.  To
strengthen 𝑆𝑆𝑆𝑆𝑆𝑆+ protocol against their attacks, Moradi
et al. also proposed a revised version of the protocol in 
the framework of EPC-C1 G2. Designers security claims 
for the revised version of 𝑆𝑆𝑆𝑆𝑆𝑆+ is the security against
traceability attack, tag impersonation attack, reader 
impersonation attack, replay attack, secret disclosure 
attack and other known active and passive attacks. 

However, in this paper, we show that the revised 𝑆𝑆𝑆𝑆𝑆𝑆+

protocol, same as its predecessor, i.e. 𝑆𝑆𝑆𝑆𝑆𝑆+ protocol, is
still vulnerable against full secret disclosure attack. It 
worth to note that the adversary model which is used in 
this paper is identical to the model used by Moradi et al.
for security analysis of the 𝑆𝑆𝑆𝑆𝑆𝑆+ protocol.

The rest of this paper is organized as follows: In 
Section 2, we give a review of the revised 𝑺𝑺𝑺𝑺𝑺𝑺+

protocol. Our secret disclosure attack against the revised 
𝑺𝑺𝑺𝑺𝑺𝑺+ protocol is described in Section 3. In Section 4,
we present some recommendations to improve the 
revised 𝑺𝑺𝑺𝑺𝑺𝑺+ protocol and finally we conclude the
paper in Section 5. 

Table1: NOTATIONS 
Symbol Description

𝑇𝑇i The 𝑖𝑖𝑡𝑡ℎ RFID tag
𝑅𝑅 The RFID reader

𝐸𝐸𝐸𝐸𝐸𝐸s

The 96-bit electronic product 
code EPC has divided to six parts 

and XORed with each other to 
provide 16-bit EPCs

𝐾𝐾iold
The last successful authentication 

keys
𝐾𝐾inew The new authentication keys

𝐶𝐶𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖and 𝐶𝐶𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖
The last and current data base 

indexes

𝑁𝑁1
The reader generated random

number

𝑁𝑁2
The tag generated random 

number
⨁ The exclusive or operation

𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 A pseudo random number 
generator

𝐴𝐴 ← 𝐵𝐵 Assigning B value to A
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2. REVISED SRP+ PROTOCOL

In this section, following the notation represented in 
Table 1, we describe the revised version of 
𝑆𝑆𝑆𝑆𝑆𝑆+ protocol [1]. The revised 𝑆𝑆𝑆𝑆𝑆𝑆+ protocol as
depicted in Fig. 1 runs as below: 

1. The reader generates a random number N1 and sends
it to the tag.

2. When the tag receives 𝑁𝑁1, it:
 generates another random number 𝑁𝑁2;

computes 𝑀𝑀1 and 𝐶𝐶𝐶𝐶2 as follows:
 𝑀𝑀1 = 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃(𝐶𝐶𝑖𝑖⨁𝑁𝑁1)⨁𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃(𝐾𝐾𝑖𝑖⨁𝑁𝑁2)

𝐶𝐶𝐶𝐶2 = 𝑁𝑁2⨁𝐶𝐶𝑖𝑖⨁𝐸𝐸𝐸𝐸𝐸𝐸𝑠𝑠
 and sends 𝑀𝑀1 and 𝐶𝐶𝐶𝐶2 to the reader.

3. Upon reception, the reader sends M1, CN2 and N1 to
the back-end data base.

4. The back-end databases, once receives the message,
searches it database to find Cix, Kix, EPCs where 𝑋𝑋 𝑋
(𝑜𝑜𝑜𝑜𝑜𝑜, 𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛 and then it:

a) retrieves 𝑁𝑁2 as 𝑁𝑁2 = 𝐶𝐶𝐶𝐶2⨁𝐶𝐶𝑖𝑖𝑖𝑖⨁𝐸𝐸𝐸𝐸𝐸𝐸𝑠𝑠
b) verifies whether

𝑀𝑀1 ≟
𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑖𝑖𝑖𝑖⨁𝑁𝑁1)⨁𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑖𝑖𝑖𝑖⨁𝑁𝑁2).
In the case of equality, the reader
authenticates the tag; otherwise when it
reaches the end of the list in its database it
sends an error message and stops the
protocol.

c) after successful tag’s authentication, the
reader computes
𝑀𝑀2 = 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃(𝐸𝐸𝐸𝐸𝐸𝐸𝑠𝑠⨁𝑁𝑁2⨁𝐾𝐾𝑖𝑖𝑖𝑖) and

updates its records related to the current
tag as follows:
𝐶𝐶𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 ← 𝐶𝐶𝑖𝑖
𝐶𝐶𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 ← 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑖𝑖)
𝐾𝐾𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 ← 𝐾𝐾𝑖𝑖
𝐾𝐾𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 ← 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑖𝑖)

d) and sends 𝑀𝑀2 and 𝐷𝐷𝑖𝑖  to the reader.
5. Upon reception the message, the reader sends

𝑀𝑀2 to the back-end data base.
6. Once the tag receives the message, it verifies

whether 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑠𝑠⨁𝑁𝑁2⨁𝐾𝐾𝑖𝑖) ≟ 𝑀𝑀2. In the
case of equality, the tag authenticates the back-
end server and updates its values as below:
𝐶𝐶𝑖𝑖 ← 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑖𝑖)
𝐾𝐾𝑖𝑖 ← 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑖𝑖)

3. SECRET DISCLOSURE ATTACK AGAINST
REVISED 𝑺𝑺𝑺𝑺𝑺𝑺+ PROTOCOL

In this section, we present a secret disclosure attack 
which can disclose all secrets of the revised 𝑺𝑺𝑺𝑺𝑺𝑺+

protocol efficiently. The main observation that we are 
using in our attack, which has been also used by Moradi 
et. al. [1] to provide secret disclosure attack against 
𝑆𝑆𝑆𝑆𝑆𝑆+, is that given PRNG(X) = Y, where X and Y are
16-bit values, one can determine the input of PRNG
function, i.e. X, only by using 216 off-line evaluations of
PRNG function and comparing the result of PRNG
function with the given Y. Alternatively, the adversary 
can create a dictionary of all possible values of X and the 
related PRNG(X). In this case with the cost of 216 words
of memory, for any given Y, finding X such that 
PRNG(X) = Y costs only a memory access, if there is a
value for X such that PRNG(X) = Y. Hence, in attack that 
is presented in this paper, to find X such that PRNG(X) 
= Y, the adversary can either do  216 off-line evaluations
of PRNG function or already create a dictionary of 
PRNG(X) = Y and just find the related pre-image of Y in 
the dictionary. 

Our secret disclosure attack, runs as below in two 
phases: 

Phase 1: Learning phase  
In this phase of the attack, the adversary: 

1) waits until the legal reader starts the protocol
and sends 𝑁𝑁1 to the tag;

2) eavesdrops the transferred messages including
𝑁𝑁1, 𝑀𝑀1 = 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃(𝐶𝐶𝑖𝑖⨁𝑁𝑁1)⨁𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃(𝐾𝐾𝑖𝑖⨁𝑁𝑁2),

 𝐶𝐶𝐶𝐶2 = 𝑁𝑁2 ⊕ 𝐶𝐶𝑖𝑖 ⊕ 𝐸𝐸𝐸𝐸𝐸𝐸𝑠𝑠 and 
𝑀𝑀2 = 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑠𝑠 ⊕ 𝑁𝑁2 ⊕ 𝐾𝐾𝑖𝑖)

3) stops the last message of the protocol, where
the legal reader sent to the tag the message 𝑀𝑀2.
So, the tag does not update its secret values
including 𝐶𝐶𝑖𝑖 and 𝐾𝐾𝑖𝑖.

4) impersonates the reader and sends the
eavesdropped 𝑁𝑁1 to the tag;

5) receives the tag’s response including
𝑀𝑀1

′ = 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃(𝐶𝐶𝑖𝑖⨁𝑁𝑁1)⨁𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃(𝐾𝐾𝑖𝑖⨁𝑁𝑁2
′)

  and 𝐶𝐶𝐶𝐶2
′ = 𝑁𝑁2

′⨁𝐶𝐶𝑖𝑖⨁𝐸𝐸𝐸𝐸𝐸𝐸𝑠𝑠; 
6) and stops the protocol without sending the last

message to the tag. So, the tag does not update
its secret values including Ci and 𝐾𝐾𝑖𝑖.

Phase 2: Disclosing the tags secrets
In this phase of the attack, the attacker does 

offline operations as below: 
1) computes following values:
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Reader TagBack-end Server

In the case of equality,
authenticates the reader 
and goes  to updating
phase.

Updating PhaseUpdating Phase

In the case of equality,
authenticates the tag and 
computes following
values and goes to
updating phase.
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Figure 1. The Revised 𝑆𝑆𝑆𝑆𝑆𝑆+ Protocol [1].

𝑀𝑀1⨁𝑀𝑀1
′ = 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃(𝐶𝐶𝑖𝑖 ⊕ 𝑁𝑁1) ⊕ 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃(𝐾𝐾𝑖𝑖 ⊕

𝑁𝑁2) ⨁𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃(𝐶𝐶𝑖𝑖⨁𝑁𝑁1) ⊕ 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃(𝐾𝐾𝑖𝑖⨁𝑁𝑁2
′) =

𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃(𝐾𝐾𝑖𝑖⨁𝑁𝑁2) ⊕ 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃(𝐾𝐾𝑖𝑖 ⊕ 𝑁𝑁2
′) ∆

∆= 𝐶𝐶𝐶𝐶2 ⊕ 𝐶𝐶𝐶𝐶2
′ = 𝑁𝑁2 ⊕ 𝐶𝐶𝑖𝑖 ⊕

𝐸𝐸𝐸𝐸𝐸𝐸𝑠𝑠⨁𝑁𝑁2
′⨁𝐶𝐶𝑖𝑖 ⊕ 𝐸𝐸𝐸𝐸𝐸𝐸𝑠𝑠 = 𝑁𝑁2 ⊕ 𝑁𝑁2

′

2) for i=0,…, 216 − 1 does:
a) 𝐾𝐾𝑖𝑖⨁𝑁𝑁2 ← 𝑖𝑖;
b) If 𝑀𝑀1⨁𝑀𝑀1

′ = 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃
𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 𝑃𝑃,
returns i as 𝐾𝐾𝑖𝑖⨁𝑁𝑁2.

3) using retrieved 𝐾𝐾𝑖𝑖⨁𝑁𝑁2 value from step 2b and
for j=0,…, 216 − 1 does as below:

a) 𝐸𝐸𝐸𝐸𝐸𝐸𝑠𝑠⨁𝑁𝑁2⨁𝐾𝐾𝑖𝑖 ← 𝑗𝑗;
b) If 𝑀𝑀2 = 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃, returns j as

𝐸𝐸𝐸𝐸𝐸𝐸𝑠𝑠⨁𝑁𝑁2⨁𝐾𝐾𝑖𝑖.
4) using retrieved 𝐾𝐾𝑖𝑖⨁𝑁𝑁2 value from step 2b and

retrieved 𝐸𝐸𝐸𝐸𝐸𝐸𝑠𝑠⨁𝑁𝑁2⨁𝐾𝐾𝑖𝑖 value from step 3b,
computes 𝐸𝐸𝐸𝐸𝐸𝐸𝑠𝑠 = 𝑖𝑖𝑖𝑖𝑖𝑖
𝐾𝐾𝑖𝑖⨁𝑁𝑁2⨁𝐸𝐸𝐸𝐸𝐸𝐸𝑠𝑠⨁𝑁𝑁2⨁𝐾𝐾𝑖𝑖.

5) using retrieved 𝐾𝐾𝑖𝑖⨁𝑁𝑁2 value from step 2b and
for t=0,…, 216 − 1 does as follows:

a) if P𝑅𝑅𝑅𝑅𝑅𝑅(𝑡𝑡𝑡𝑡𝑡1) =
𝑀𝑀1⨁𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃(𝐾𝐾𝑖𝑖⨁𝑁𝑁2), returns t as 𝐶𝐶𝑖𝑖.

6) using 𝐸𝐸𝐸𝐸𝐸𝐸𝑠𝑠 from step 4 and 𝐶𝐶𝑖𝑖 from step 5a
retrieves 𝑁𝑁2 as  𝐶𝐶𝐶𝐶2 ⊕ 𝐶𝐶𝑖𝑖 ⊕ 𝐸𝐸𝐸𝐸𝐸𝐸𝑠𝑠.

7) using 𝐾𝐾𝑖𝑖⨁𝑁𝑁2 from 2b and 𝑁𝑁2 from 6 retrieves
𝐾𝐾𝑖𝑖 as (𝐾𝐾𝑖𝑖⨁𝑁𝑁2) ⊕ 𝑁𝑁2.

The complexity of our proposed secret disclosure 
attack is only eavesdropping one run of the protocol 
between the legitimate reader and the target tag and 
consequently followed impersonating the reader to the 
target tag and finally doing only 3 × 216 off-line PRNG
function evaluations. 

4. RECOMMENDATIONS TO IMPROVE THE
REVISED SRP+ PROTOCOL 

Our analysis in this paper shows that improving 
16-bit PRNG functions based security protocols is 
not such an easy work and achieving beyond 216

security level by using only a few calls to 16-bit 
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PRNG functions may not be possible, also see [21].
The main drawback of such protocols is their 
fundamental building block, i.e. 16-bit PRNG
function, can be easily inverted by doing only 216

offline evaluations of the underlying 16-bit PRNG. 
Given that the minimum acceptable security-level 
for many applications these days is 280, so if we want 
to use PRNGs in designing a security protocol that 
provides such security-level, its input/output length 
should be at least 80 bits. As already have shown in 
[21] and [20], to provide security beyond 216, there 
could be two ways to solve the weakness of RFID 
EPC-C1 G2 compliant security protocols against full 
secret disclosure attack presented in this paper and 
similar papers such as [1], which are: 
 replacing 16-bit PRNG functions with longer

input-output PRNG functions that are also
lightweight, e.g. AKARI PRNGs [18];

 replacing 16-bit PRNG functions with
lightweight block ciphers such as SIMON [19].

In either case, the input of PRNG/block cipher 
cannot be easily retrieved. Hence, such an improved 
version of the revised 𝑆𝑆𝑆𝑆𝑆𝑆+ protocol could be
secure against the attacks 
that are using the weakness of short length of 
PRNGs input/output.

5. CONCLUSION
In this paper, we have shown once again that use of

16-bit PRNG functions with 16-bit inputs/output in 
RFID security protocols, as the main source of security, 
does not lead to resistance of protocols against secret 
disclosure attacks beyond the complexity of O(216). 
Hence, to enhance the security of these protocols 
employing longer output-input PRNG functions may be 
necessary. In the current work, we considered security 
of the revised 𝑆𝑆𝑆𝑆𝑆𝑆+protocol which recently proposed by
Moradi et al. in [1]. More precisely, we presented an
efficient full secret disclosure attack against it. We also 
presented several advices that can be considered to 
design a secure protocol for RFID applications.  
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